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Challenges facing hospitals IT regarding medical technology

Swiss Medtech Day
13. June 2023
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Spital Buelach

● 1200 employees
● 150 beds
● 41’000 emergencies
● 10’900 in-patients per year
● 74’000 out-patients per year + 5000 cases from the Airport Medical Center
● Own rescue service with about 5600 calls per year
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Internal Challenges / Swissmedic

● Approach of IT and MedTec without clear processes and responsibilities
● Cybersecurity is in the responsibility of the IT and has little attention by the MedTech Industry including 

manufacturers and distributors
● No transparency about the status of medical devices and their communication paths
● Short-term implementations of the medical devices without preliminary clarifications
● MedTec suppliers wish to have device data in their cloud monitoring systems (IOT)
● Cloudification of MedTec applications and infrastructure

Swissmedic did an inspection in 2021 and asked us to show how we do 
Risk-Management on Medical Devices



4 13. Juni 2023

 Purchase, pre 
implementation

 Operating phase

 Post operating

Action plan 

Internal Work

Operation of the 
devices

Processes IT -
MedTec

Implementation 
processes

Dialog and orders 
to the suppliers

Supplier Management

Checklists Templates 
contracts

Identification and 
Evaluation

Hospital Management

Risk acceptance 
or order for 

improvement

Risk Assessment Improvement Tasks Implementation

IOT Scanner

Existing contracts 
/ SLA

Transparency

Risk List
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Transparency and status of the devices

Identified Risks

Known 
Vulnerabilities

Operating System

Outdated

Endpoint Security

insufficient

Suspicious Internet

Communications
Outdated 
Firmwares

VLAN Topology

Over 60% of the medical devices had one or more of the security incidents shown below:
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Suspicious Internet Connections
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Evaluation of the risks

Risk overview

Description of the risks
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Responsibilities and processes

• First contact for the suppliers

• Conclude the contracts

• Installation, tests and going live of devices

• Manage the inventory of the devices, 
includes the IT relevant information

• First contact for the internal support

• Ensuring the maintenance of the medical 
devices

• Assessment about needed protocols, 
ports, interfaces etc.

• Clarification of possible data transfer into 
external data lakes, monitoring tools

• Configuration of firewall rules and virtual 
network segmentation, patching network 
connections 

• Vulnerability scans on medical devices 
before the implementation

• Monitoring of the communications, 
protocols

• Monitoring of the network segment about 
suspicious events or new medical devices 

MedTecIT
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Checklists and tools
Checklist for data protection impact assessment

Supplier informations needed for implementations

Indicates if a data processing agreement (DPA) is
necesssary
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First experiences with the implementation 

● A lot of internal resources are needed -> support from the hospital management necessary
● The first transparency of medical devices is impressive but also scary 
● Some contracts with the suppliers must be completely redrafted (maintenance, SLA, DPA)
● Some suppliers are unwilling to fill out checklists or give transparent information about the configuration
● Suppliers are not used to the fact that a (small) hospital gives them tasks to cleanup the gaps

My personal wish: taking time, listen to themes or issues and mutual understanding, 
would simplify a lot of things.
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Thank you for your attention…
… let’s get to work
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